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Overview  

Cloud Computing 

Cloud computing is the delivery of computing services—including servers, storage, 

databases, networking, software, analytics, and intelligence—over the Internet. The cloud offers 

three major branches of computing power: a traditional data center hardware (infrastructure), the 

tools and environments needed to build programs, applications and software (platform) and the 

consumer-facing apps and software we access with our smart devices (software). The cloud 

allows consumers, businesses and organizations to access data stored on a remote server. 

Providers hold the server within a data center of varying tiers. Users gain access to the server 

through a stable Internet connection with a device of their choosing for a reasonable, sometimes 

free, monthly charge.  

Traditionally, data is manipulated and stored on a physical hard drive or a dedicated 

computer network. However, cloud computing integrates these functions into one platform.  One 

prominent example of cloud computing is Office 365 which allows users to store, access, edit 

their MS Office documents online (in browser) without installing the actual program on their 

device.  

Cloud computing provides an opportunity for businesses to offer faster innovation, more 

flexible resources, and achieve larger economies of scale. It works as a  virtualized pool of 

resources, ranging from raw compute power to application functionality, and is all available on 

demand through the internet. When customers procure cloud services, the provider fulfills those 

requests using advanced automation rather than manual provisioning because cloud services are 

accessed through the internet. Furthermore, cloud services update their softwares, some services 

offer automatic updates within the client’s software. Cloud computing offers businesses the 

ability to apply storage and network resources to pre existing workloads as needed and tap into 

an abundance of cloud services.  

Customers typically pay only for cloud services they use, helping them lower operating 

costs, run infrastructure more efficiently, and scale as their business needs change. This is 
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because the public cloud allows customers to gain new capabilities without investing in new 

hardware or software. Instead, they pay their cloud provider a subscription fee or pay for only the 

resources they use. By simply filling in web forms, users can set up accounts and create virtual 

machines or provision new applications. More users or computing resources can be added on the 

fly—the latter in real time as workloads demand those resources thanks to a feature known as 

autoscaling. 

Cloud computing continues to evolve from a market disruptor to the expected approach 

for IT. Although it has become a foundation of trending digital businesses, many organizations 

and older companies struggle to optimize this tool. Gartner estimates that less than ⅓ of 

enterprises have documented cloud strategy1. This demonstrates that a considerable market is 

present and should be carefully monitored for opportunities to stay current with the evolving 

business climate.  

Architecture of Cloud Computing  

The fundamental components of the cloud computing architecture are front-end platform, 

back-end platform, cloud- based delivery, and network (Figure 1) 

The front end infrastructure includes everything that the end-user interacts with. It is the 

broader assimilation of various sub-components that together offer the user interface. It forms an 

essential part of how the end-user connects to the cloud computing infrastructure. The front-end 

cloud infrastructure includes components like local networks, web browsers, and web 

applications.  

The backend architecture in the cloud empowers the frontend architecture. It comprises 

hardware & storage and they are located on a remote server. The cloud service provider controls 

and handles this backend cloud architecture. Ideal backend cloud architecture always should be 

robust as it holds the whole infrastructure on the cloud. The prime components of backend cloud 

architecture are application, service, cloud runtime, storage, infrastructure, management, and 

security.  
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Cloud-based delivery is anything offered to the end-users from the cloud via some 

software, infrastructure, and platforms. Cloud computing services are delivered to a customer 

via software as a service, 

platform as a service, and 

infrastructure as a service.  

 
Cloud computing services are 

accessed through both private 

and public networks. Using the 

end user’s network and offering 

the services via the intranet are 

other options. Another option is 

to combine both public and 

private networks to provide the 

services. In a cloud computing 

service network, the end-user 

can own a datacenter or they can utilize the service provider’s datacenter to enable on-demand 

access of various resources like server, storage, network, application, and services. 
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Cloud Computing Use Cases 

Disaster Recovery 

Traditional disaster recovery solutions required an organization to build a remote disaster 

recovery site with duplicate hardware and software as their on-site datacenter, for the storage of 

copies of business-critical data. Downsides of traditional disaster recovery solutions are obvious: 

additional expenses to buy, maintain, and upgrade these remote sites. These sites require 

in-house labor, network infrastructure, and sufficient server capacity to ensure that the disaster 

recovery site can scale alongside your business. Additionally, this process can be especially 

complex for startups or small to medium size businesses that may be growing quickly and may 

not have a dedicated IT team to manage this disaster recovery site. 

The alternative is cloud disaster recovery, an IaaS solution that allows organizations to 

backup and recover important data on a pay-as-you-go basis, meaning that organizations only 

pay their cloud provider for the storage that they use. As a business scales, so will their critical 

data, and a cloud disaster recovery solution will simultaneously scale the volume of data which is 

backed up on cloud servers. Cloud disaster recovery allows organizations to access copies of 

their data anywhere, as long as they have access to an internet connection. This backup and 

recovery process can be automated and completed by the cloud provider, significantly reducing 

in-house maintenance and upgrade costs. 

According to a Unitrend 2019 survey2, 93% of small businesses store data or backups in 

the cloud. This higher adoption rate of cloud disaster recovery solutions might be attributed to 

the scalability and reduction of large cost hurdles, such as the building of a remote site, provided 

by cloud computing technology. 

Big Data Analytics 

In the era of “Big Data”, companies are increasingly using large amounts of data to help 

inform critical business decisions. Cloud computing and Big Data seem to go hand in hand, as 
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cloud computing allows organizations to capture more data at a cheaper price as well as rapidly 

scale data collection. Big Data is described along five attributes, known as the “5 V’s”: volume, 

velocity, variety, variability, and veracity. The benefit of cloud computing on Big Data and Big 

Data Analytics can be described along these same attributes. 

Volume described the amount of data being stored. Cloud computing allows for cheaper 

storage and maintenance of large volumes of data than an insourced alternative. More data being 

captured at a cheaper cost allows companies to focus on processing and analyzing data, without 

needing to worry about managing the system in which the data is stored. In fact, a study by 

Forrester Research found that Big Data solutions on cloud subscriptions grew about 7.5 times 

faster than on-site subscriptions3, meaning that resources are being shifted towards support of 

Big Data analytics on cloud computing technologies (figure 2). 

Velocity describes the rate 

in which data is collected 

and stored, and Variability 

describes the fluctuations in 

this collection. Cloud 

computing allows an 

organization to manage the 

velocity and variability of 

big data by using a 

pay-as-you-go basis, in 

which data storage can be upgraded or downgraded as needed to match demand. This allows 

organizations to efficiently use data storage capabilities and scale data collection operations as 

needed to meet the needs of Big Data analytics. 

Transferring Big Data into a cloud environment allows data to be seamlessly shared 

throughout an organization, in ways that would not have been possible with traditional local data 

storage methods. By allowing for seamless communication and access to data, management will 
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be better informed and better positioned to make business decisions informed by Big Data 

analytics. 

Private and Hybrid Clouds 

An increasing number of organizations are adapting cloud computing technologies to 

employ private and hybrid clouds. This move allows companies to attach flexibility and security 

to cloud computing technologies and customize a cloud environment to their specific business 

needs. 

In the private cloud, computing resources such as servers and storage are used 

exclusively by one organization. These resources can be at either an on-premise datacenter or 

hosted by a third-party cloud provider. By maintaining services and infrastructure on a private 

network, organizations increase control over the cloud environment. This increased control can 

mean more security as well as the ability to customize resources, since these resources will not 

be shared between other tenants of the cloud, as is the case in a public cloud. 

A hybrid cloud is a combination of both private and public cloud environments, allowing 

data and applications to be moved between both clouds. Companies often utilize the hybrid cloud 

by employing the public cloud for high-volume and lower-security needs, such as a web-based 

email, while still using the private cloud for critical business operations that require more 

security and flexibility. Many organizations also employ “cloud bursting”, a method of utilizing 

the hybrid cloud by running an application on the private cloud until demand spikes, then 

distributing this excess demand to the public cloud’s computing resources. Hybrid cloud 

solutions are popular for businesses because they allow for cost-effective utilization of the 

private cloud. 

PaaS and IaaS 
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Employing Infrastructure as a Service (IaaS) and Platform as a Service (PaaS) solutions 

using cloud computing allows organizations to drastically cut maintenance costs, deploy 

applications quickly, scale easily, and seamlessly manage demand fluctuations. 

Platform as a Service solutions include server, storage, networking, databases, and 

business services to perform building, testing, deployment, management, and modifications of 

applications created on the platform on a pay-as-you-go basis. PaaS cloud computing solutions 

allow developers to immediately jump into the building of applications with a ready-to-use 

platform. This significantly decreases time to market and gives companies the ability to scale 

applications on their platform with ease. Additionally, PaaS solutions include certain services, 

such as built in workflow, directory services, and security measures that can reduce coding time. 

These built in tools for application development and data analysis are especially useful for 

smaller enterprises that can’t afford to buy, build, or upgrade these tools on their own and instead 

opt for the pay-as-you-go model in which these tools are maintained by the cloud provider. 

Infrastructure as a Service cloud computing solutions provide a company with instant 

computing infrastructure over the internet. Servers and networks are managed by the cloud 

provider and accessed over the internet by the client in a virtualized environment. The client only 

needs an internet connection to access the infrastructure. According to Gartner, the worldwide 

IaaS market grew 31.3% in just 2018 with the large cloud providers gaining increased market 

share over smaller niche providers4. This means that as the cloud computing market grows, 

companies are valuing scale above all, and choosing providers over their ability to support their 

business needs in the long-term. 
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Criteria for Cloud Computing  

 

Concerns for Cloud Computing 

 

The largest volume of individuals and corporations resistant to transitioning to cloud 

computing services are concerned about the security and privacy of their operations. The security 

concern comes from the idea of providing the company that creates these cloud computing 

software access to your data. According to a Nominet report, 52% of multi-cloud users and 24% 

of single-cloud and hybrid cloud users have experienced security breaches in 2019. The way this 

concern has been alleviated by some cloud computing companies is through the need for them to 

maintain their reputability over any competitors. 

 

With the current capabilities of cloud computing, accessibility of information has 

expanded from certain devices and sites to be virtually accessed anywhere. While this is seen as 

a benefit for companies using cloud computing by delivering increased efficiency, this wider 

accessibility also creates fears in privacy from having a higher likelihood of having information 

compromised. The way to alleviate these concerns for companies considering the transition to 

cloud computing services is by prioritizing the authentication methods employed in information 

access. Some brands of cloud computing services also provide the ability to authorize only 

information areas and programs that are pertinent to every user's job necessities.  

 

One incident of a corporate data breach occurred to Capital One that is supported by 

Amazon Web Services (AWS) when information of about nearly 100 million people was 

illegally accessed. Amazon had officially stated that the information wasn’t accessed in a 

software breach, but rather through a misconfigured firewall protecting its applications. The 

official prosecution had held a former Amazon employee responsible for the data breach through 

breaking into the bank’s server. The information was estimated to be compromised between 

March 12th and July 17th of 2019 and was collected from bank consumers between 2005 to 

2019. The information in the data breach included names, addresses, phone numbers, credit 

9 



Cloud Computing  

scores, approximately 140,000 social security numbers, and 80,000 bank account numbers. Upon 

the availability of this information to stockholders, the stock price of Capital One fell 6.5% 

within a day, the highest decline that had been faced by the bank in 6 months5. This case was 

especially important in that AWS services were seen as a front runner in the race to secure a $10 

billion contract from the Pentagon for the Department of Defense’s Joint Enterprise Defense 

Initiative (JEDI). This contract was awarded to Microsoft for its Azure system in October of 

2019. 

 

Factors for Corporate Considerations 

 

Companies vary in their IT budget, required services, standards for security, and 

projections for growth which makes the decision whether a company should employ cloud 

computing vary on a case by case basis.  

 

One factor that is important to assess is the level of growth that your business is expected 

to encounter in the foreseeable future. If a large level of growth is expected cloud computing 

would prove to be useful for the introduction and implementation of newer resources and 

larger-scale operational systems. If the company is at a place of stagnancy and the current 

non-cloud setup is sufficient then the company may not need cloud operations. Another factor in 

making this decision lies in the budget available to be spent on IT operational costs. Traditional 

in-house IT setups are far more costly considering the requirement for trained officials and the 

equipment needed. For companies that do not have the expendable finances to devote to a unique 

in-house system, cloud computing provides a cheaper option since the company providing the 

system handles all the operational and management costs for their program. 

 

Alternatives to private cloud and hybrid cloud computing exist for companies that are 

especially concerned about privacy lie in industries that have high regulatory requirements. 

Groups such as banks, government agencies, education systems, and etc. are required to comply 

with specific standards for information security. Private cloud computing is a unique cloud 
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infrastructure that is solely dedicated to your enterprise and managed by either in-house services 

or an outsourced third party. Hybrid computing essentially mixes on-premise IT, private cloud 

services, and public cloud 

services with a connection 

established between the 

various platforms. In 2019, 

in a cloud report from 

management software 

provider Flexera, 84% of 

companies were found to 

utilize multi-cloud systems 

with 58% of those systems 

being hybrid cloud systems 

(figure 3). Opting to use private cloud services creates advantages in security, greater 

customization, further control, and higher flexibility. With these benefits comes the 

disadvantages of higher operating costs, responsibility for the security of information, and 

decreased flexibility. 

 

Unlike public clouds, however, when expansion for a private cloud operation is needed, 

the company cannot simply request to be scaled up they have to purchase more equipment, hire 

more managing staff, and reintegrate any software or hardware. According to RightScale, 

companies on average place 38% of their workloads into public clouds and 41% into private 

clouds6. This value shifts depending on the size of the company with smaller companies having a 

higher percentage of their workload on public cloud considering it may require a higher Total 

Cost of Ownership (TCO) over time, but a smaller initial investment. In comparing start-ups to 

established companies, a start-up may see it more feasible to opt for a public cloud system 

whereas an established company may find it valuable to have a combined hybrid cloud system. 

 

11 



Cloud Computing  

More factors that should be considered include the type of technology that the company 

specifically uses. For companies with proprietary technology deployment into the cloud might 

not be possible due to legal issues. The specific architecture and design of a company network 

when transitioning to the cloud will usually require modification to be appropriately integrated 

into the cloud system. If this is something a company is not specifically capable of or will 

interfere with the ability to continue operations, then cloud computing could create an issue that 

cannot be overlooked. 
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Appendix  
1https://www.gartner.com/en/information-technology/insights/cloud-strategy 

2https://www.unitrends.com/wp-content/uploads/Cloud_Survey_Results.pdf 

3https://go.forrester.com/blogs/insight-paas-accelerate-big-data-cloud/ 

4https://www.gartner.com/en/newsroom/press-releases/2019-07-29-gartner-says-worldwide-iaas-

public-cloud-services-market-grew-31point3-percent-in-2018 

5https://www.bloomberg.com/news/articles/2019-07-29/capital-one-data-systems-breached-by-se

attle-woman-u-s-says 

6https://hostingtribunal.com/blog/cloud-computing-statistics/ 

https://www.infoworld.com/article/2683784/what-is-cloud-computing.html 

https://www.tutorialspoint.com/microsoft_azure/cloud_computing_overview.htm 

https://www.clariontech.com/blog/cloud-computing-architecture-what-is-front-end-and-back-end 

7https://cloudacademy.com/blog/cloud-migration-benefits-risks/ 

https://healthitsecurity.com/news/multi-cloud-approach-more-prone-to-data-breaches-than-hybri

d-use 

https://resilience.enisa.europa.eu/cloud-security-and-resilience/publications/cloud-computing-be

nefits-risks-and-recommendations-for-information-security 
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